WHAT ' THE DIFFERENCE BETWEEN
SPAM AND PHISHING EMAILS?

Phishing is a social engineering tactic
designed to steal information or money,

. .. : : often via malicious links or attachments.
Spam is unsolicited email that typically
attempts to sell you something. The L1 B QDL R BUINTEE
spammer has no intention of Spreading Generic - the typical email that features poor grammar and

: e £ : claims you've won the lottery.
malware or stealing sensitive information.
Spear — more sophisticated phishing attacks that target specific
TYPES OF SPAM: organizations or individuals. Spear phishers use a technique
known as spoofing, which forges the email “from” address, so it

Intentional — spammers who gain access to bulk email
appears to come from someone you know.

lists and solicit products.

Whale - phishing that targets high profile individuals like CEOs

Unintentional — spam that originates from o0
and celebrities.

infected computers.

Spim - spam over instant messages. ST - el T S,

Spit — spam over telephony. Vishing - phishing via phone calls.

EXAMPLES OF SPAM: EXAMPLES OF PHISHING:

From Betty Lounsbury <betty-lounsbury@secagame.com>
Subjec i i s
T

New message for Mcbonn

B8 To protect your privacy, Thunderbird has blocked remote content in this message.

Linked InSupport < gwenyo@mailterr.com>
mcbonn420@yahoo.com

Delicious Drink Will Make All You
Hair Come Back By March

You dont have to cover up your head in shame anymore - instead

walk proudly with full lush halr on your head. This new technology -> Sublect: New mess3o
activates your old hair follicles so they start regrowing fast.

LinkedIn

To:hcbonn
Date: 2/1812018

Viewire

Learn uhy we inclucied his
V 1 noticed a huge difference in just a few days after using this
product once in the shower. My friends and family are amazed.

Iy o this message

-Matthew Stevenson
as been temporary locked, We faced some problems on your recent access account, CASE-ID ##1CHOXEQHV1 2

From Brandy Poulson <brandy--poulson@pauiuujh.com>

NBC Full Report Is Here

oo e b comemes oo empiese . FIOW TO AVOID SPAM:
spending too much time goofing off and not enough time
working?

1. Keep your email address

Whatever your reasons happen to be, this handy little-gadget

can help private. Don't store it in plain text

et v eense oo e s s 0T @ blog or website, and only

into the wel. give it to trusted sources.
2. Don't click on any links or

Make sure you act-fast! This BOGO-Special won't last forever. piCtureS in Spam emaﬂs.

3. Use filters. Most email clients HOWTO AVOID GETTING PHISHED:

allow you to adjust filters based
on content to block spam.

1. Be skeptical of all unsolicited emails.

4. Register with dmachoice.org fo 2. Never click on links or download attachments from strangers.
get off commercial email lists. 3. Verify the sender’s email address before clicking or responding.
https://www.ims-dm.com/cgi/

optoutemps.php

4. Remember that offers too good to be true are usually scams.

the security awareness


https://www.ims-dm.com/cgi/optoutemps.php
https://www.ims-dm.com/cgi/optoutemps.php

